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ABSTRACT

Transport Scotland and other Local Authorities are working to provide real-time Journey
Time information to road users. One of the methods for providing this information is to
use Bluetooth technology. Detectors located at the side of the road detect the presence of
Bluetooth devices in vehicles and can be used to measure the time taken for vehicles to
travel between two or more locations.
If this detection methodology is rolled out across the country, then it offers, in theory, an
incredible database of travel information which can be used for transport and travel
planning. It could also be used for short-term studies with temporary detectors.
That is the theory!
To develop practical methods to mine this data source requires us to overcome a number
of hurdles. Are there data protection issues associated with collecting Bluetooth
signatures? Are there differences in the types of vehicle using Bluetooth technology, and
are there differences in their journey purpose? Do vehicles transmitting Bluetooth
signatures do so continually? How reliable are the detectors at picking up the Bluetooth
signals? Are there any other biases in the data which need to be accounted for?
Transport Scotland has undertaken research to answer some of these questions. This
involved asking drivers, through a number of Roadside Interviews, on their use of
Bluetooth technology. This was complimented by a separate study where multiple
detectors were installed on a short stretch of road, in order to capture the details of the
vehicles emitting a Bluetooth signal.
The outcome of this research is to provide advice on using Bluetooth detection as a data
collection method and to develop a toolkit for anyone planning to use the data collected.
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INTRODUCTION

Transport Scotland, an agency of the Scottish Government, is responsible for the
development and delivery of efficient and sustainable transport infrastructure and
services for Scotland. It has five delivery priorities:


improved connections across Scotland;



better journey times, better reliability;



greener transport alternatives, reduced emissions;



increased safety, more innovation; and,



strive for excellence in everything we do.

The planning and development of a programme of transport investment and the design of
individual transport interventions to address identified problems on the strategic transport
network requires a view of the long-term. The Land use And Transport Integration in
Scotland (LATIS) service as part of the Technical Analysis Branch offers transport and
land use modelling tools, collects data and engages with a range of stakeholders to
understand the key influences on Scotland’s future and to establish forecasts of travel
demand and traffic congestion.

In spring 2012, a trial was undertaken using temporary Bluetooth Detectors to gain an
insight into travel patterns on sections of the A9 and A96. This followed an earlier study
on the A77 and reported on at STAR 2012 1. Later in 2012, permanent Bluetooth
Detectors were installed on the A9 to provide real-time journey time information to
Traffic Scotland.
Discussions with the Bluetooth Detector providers and other users of the technology
indicated that there could be biases in the data obtained from the detectors but no-one had
a clear understanding of what these were.
A successful proposal was put to the Trunk Road Research Board (TRRB) at Transport
Scotland to investigate the opportunities and biases in using Bluetooth Detection for
Transport Planning. This paper presents the results of this research. The views and
conclusions presented in this report are however those of the author and may not be
representative of the views of Transport Scotland or the Scottish Government.
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PRINCIPLES OF BLUETOOTH DETECTION

Bluetooth is a low-power, short-range communications technology. It replaces cables for
connecting devices which need to communicate with each other. It is used in a wide
range of devices, notably mobile phones, hands free headsets, ipods, mp3 players, etc.
The range over which Bluetooth devices can operate is variable. The recommended
minimum is 10 metres and this is the most common range used but it can vary from 1
metre to 100 metres.
When a Bluetooth enabled device is set to ‘visible’ it broadcasts its presence using shortrange radio waves in the spectrum 2.402 GHz and 2.480 GHz. It is this broadcast which
is the key aspect of Bluetooth Detection. The broadcast is of the device’s Media Access
Control (MAC) address which is a 48 bit identifier, typically represented as 12
hexadecimal characters (e.g. 00:0A:D9:EB:66:C7). There are some publicly available
assignments associated with this address; the first 6 characters are assigned to a
company2. Anecdotally, other parts of the remaining characters can be used to identify
the device type (e.g. hands-free kit). However, as these are characters are assigned by the
manufacturer, there does not appear to be a publicly available general listing of these.
As there is no centralised database of MAC addresses, it is impossible to be certain if an
address is unique, but with nearly 300 trillion possibilities, duplicates ought to be rare
although this is not unknown3. In the case of computers, MAC addresses can be altered
manually and there are many websites explaining how to do this.
A Bluetooth Detector scans the relevant spectrum for broadcasts from Bluetooth devices.
If a broadcast is detected, the MAC address is recorded and encrypted [see §5.5 for more
details on this].
It would appear that either Bluetooth transmitters and / or the Bluetooth detectors used do
not transmit or detect continually. Finding definitive information on this has proved
difficult though. Nonetheless, it would make sense, particularly given the prevalence of
Bluetooth in mobile devices which are running on batteries, that transmission is not
continual [see §5.4 for more details on this].
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OPPORTUNITIES

One detector operating alone does not produce too much in the way of useful
information. Figure 4.1 illustrates the output generated by a Bluetooth Detector situated
adjacent to a rural two-way single carriageway road.
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Figure 4.1: Illustration of Bluetooth Detector Output
At 23 seconds past midnight on the 11th December 2012, two Bluetooth devices entered
and exited the area covered by the Bluetooth Detector. Was this one vehicle or two
vehicles or even a vehicle at all?
The number of uses for the raw data from one detector alone is limited. However, when
it’s combined with data from one or more additional detectors though, the number of uses
increases significantly and some potentially very useful inferences from the data can be
made.
A number of potential uses for this Bluetooth data were identified including, but not
limited to:


Travel Times



Travel Patterns



Travel Frequency



Duration of Stay



Traffic Counter



Overtaking Behaviour



Pedestrian Surveys

Each of these potential uses is considered in the remainder of this chapter using observed
data from the a number of studies.
4.1
Data Sets
Data was made available or collected from four separate projects to investigate whether
Bluetooth Detection would be suitable for these potential uses outlined earlier and to
explore the challenges posed with using these data.

A9 and Inverness – February 2012
A network of Bluetooth detectors, ANPR cameras and ordinary video cameras were set
along the A9 corridor by Sky High Plc between Perth and Inverness and around Inverness
in February 2012. The locations of these are shown in Figures 4.2 and 4.3.
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Figure 4.2: A9 Data Collection – February 2012
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Figure 4.3: Inverness Data Collection – February 2012

A9 Roadside Interviews – September 2012
Ten Roadside Interview Surveys were undertaken on the A9 and A95 by Sky High Plc in
September 2012. These were designed to capture information relating to the use of the
A9 during the peak summer period and over the weekends too.
The dates and locations of the surveys are in Table 4.1.
Location

Date

Direction

Bankfoot

4 September 2012

Southbound

Bankfoot (weekend)

1 September 2012

Southbound

Bankfoot (weekend)

8 September 2012

Northbound

Calvine

6 September 2012,

Northbound

Tomatin

6 September 2012

Southbound

Tomatin (weekend)

1 September 2012

Northbound

Tomatin (weekend)

8 September 2012

Southbound

A95 Inverallan Roundabout

4 September 2012

North-eastbound

A95 Inverallan Roundabout

4 September 2012

Southbound

A95 Inverallan Roundabout

4 September 2012

Westbound

Table 4.1: A9 Roadside Interview Survey Dates and Locations
The Survey Interview form was extended to include a question on whether the vehicle
was Bluetooth enabled. See Figure 4.4

Technology
Do you or your vehicle have Bluetooth
devices operating at the moment?
1
Yes
2
No
3
Don't Know
Figure 4.4: RSI Interview Form Question on Bluetooth
A801 Test Bed – December 2012
The Transport Scotland Trunk Road Research Board funding enabled the following
project to be set up. Sky High Plc set up six Bluetooth detectors on a stretch of road (see
Figure 4.5) with no junctions, side roads, drives or lay-bys. Three were placed at the
north end of the site and three at the south. Detectors can be set up with a degree of
directionality (i.e. they don’t just detect in a sphere around the detector), so a variety of
sides of the road and facing in various directions to see if it had any effect on the results.
The detectors were supplemented with two cameras to observe vehicles as they went past.

Map Data © Google 2012

Figure 4.5: A801 Test Bed
Detectors 1, 2 and 6 were at the southern end of the site. Detectors 3, 4 and 5 were at the
northern end of the site.
Murrayfield – February 2013
Sky High Plc kindly provided some test data from a study they are undertaking into the
capability of also capturing Wi-Fi MAC addresses as well as Bluetooth MAC addresses.
A detector was set up on a pedestrian route into Murrayfield stadium on an event day.
Both Bluetooth and Wi-Fi MAC addresses were recorded (and identified as such).

4.2
Travel Times
To date, this appears to have been the most common output generated from Bluetooth
Detection.
Two detectors set some known distance apart monitor the MAC addresses and when a
match is made, the time taken to travel between one device and the other is reported.
Figure 4.6 shows how travel times between two detectors vary over the course of a day.
The first detector is on the A9 Kessock Bridge and the second detector is on the A82
heading into Inverness. Vehicles going between the two negotiate Longman Roundabout.
The scatter plot of travel times illustrate the delay which occurs in the AM peak.
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Figure 4.6: Travel time between two Bluetooth Detectors
Over longer distances, the same principle still works. Figure 4.7 shows the travel times
between two detectors; one located just north of Perth, the other just south of Inverness
approximately 110 miles apart.
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Figure 4.7: Travel time between Perth and Inverness
Over a long distance, much more variation occurs. The graph is cut-off at 6 hours, but
some matched detections occur days apart. Note the match just around 16:20 with a
travel time of less than 12 minutes! That would require an average speed of 560mph.

The February 2012 survey also included co-located Automatic Number Plate Matching
cameras which were able to provided travel times classified by ‘Light vehicles’ and
‘Goods vehicles’.
As the Bluetooth data cannot be classified, this provides an opportunity to compare the
datasets. Figure 4.8 presents the journey times by percentile for vehicles travelling
between Perth and Inverness. The fastest 1% of light vehicles complete the journey in 86
minutes; with the fastest Goods vehicles taking 103 minutes.
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Figure 4.8: Comparison of Travel Time Percentiles for Bluetooth and ANPR
Note: Sample sizes from ANPR are much higher than from Bluetooth; the data used in
Figure 4.8 for Bluetooth includes a number of days whereas the ANPR data is for one day
only but was collected during the same period that the Bluetooth data is from.
Notwithstanding the differences in the periods covered, the Bluetooth data is closer to the
Light vehicle travel times at lower percentiles and closer to the Goods vehicle travel
times at higher percentiles.
Over time, it could be possible though to build up a profile of which MAC addresses are
likely to belong to cars and Goods vehicles based on the ‘top speed’ achieved.
4.3
Travel Patterns
In transport planning, travel patterns are typically expressed as a matrix of trip origins (O)
and destinations (D); i.e. an OD matrix. A network of Bluetooth Detectors will not
generate an OD matrix. It can provide a pattern of point to point movements of devices
though such as that shown in Figure 4.9. The width of the bands indicates the relative
number of Bluetooth matches.

This also provides an exciting opportunity to understand route choice by drivers. This is
a vital component of most transport modelling packages. However, collecting data on
route choice has been difficult and costly to undertake and the number of studies on this
issue using observed data appears to be very small.
This could be particularly important with the increasing use of dynamic information
systems including Variable Message Signing and in-vehicle route navigation systems
(e.g. TomTom, Waze, etc.)

Map Data © Google 2012

Figure 4.9: Example of travel pattern information generated from Bluetooth Detectors
4.4
Travel Frequency
Most data collection takes a cross-section of travel behaviour on a given day. As
Bluetooth MAC addresses appear to remain fixed there is the potential to gain a better
understanding of the profile of frequency of travel on a section of road. It may be
possible to make broad inferences about journey purpose on particular roads using this
information. It may also be useful information for network operators to understand the
relative proportions of drivers who are likely to be familiar / unfamiliar with the network.

Figure 4.10 illustrates some comparisons of the frequency of unique and matched
Bluetooth addresses for different types of road.
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Figure 4.10: Frequency of matched MAC addresses over 10 day survey period
This illustrates that the Local Road carries more vehicles which use that road frequently
than the parallel Trunk Road which in turn carries more ‘frequent use’ vehicles than a
rural Trunk Road.
A small number of devices on the local road were detected over 100 times (i.e.
approximately 10 times a day).
4.5
Duration of Stay
By comparing the time between detections, it is possible to gain an understanding of the
length of time a Bluetooth device has been within an area. This works best with an area
which has one or relatively few entry / exit points.
Figure 4.11 shows the distribution of times between Bluetooth detection matches for the
Inverness Retail and Business Park situated on the A96.
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Figure 4.11: Illustration of Duration of Stay
The large bar for matches of more than 4 hours (>240 minutes) will include workers who
in the Retail and Business park, but will also include matches for vehicles leaving the
area and returning later (effectively a duration of stay away from the area).
4.6
Traffic Counter
Not all vehicles have a Bluetooth transmitter in them and not all Bluetooth transmitters
are in vehicles. However, if there is a sufficient proportion of vehicles with a Bluetooth
transmitter and it’s a rural location with little else around to interfere, could a Detector act
as a proxy Traffic Counter?
The detectors do not require loops to be cut into the road, which are a maintenance
burden, and are lower cost to install.
Table 4.2 compares the number of Bluetooth Detections with the traffic count recorded
on the adjacent permanent Automatic Traffic Counter over a period of 9 days.
Day
Bluetooth
Count
Bluetooth %

Sat

Sun

Mon

Tue

Wed

Thu

Fri

Sat

Sun

3107
15905

2499
12451

4805
10620

4822
14691

5101
15463

4983
15322

5090
15396

3360
17069

2815
12754

20%

20%

45%

33%

33%

33%

33%

20%

22%

Table 4.2: Comparison of Bluetooth Detections and Automatic Traffic Count
With the exception of the Monday where the traffic count looks erroneously low, the
proportion of Bluetooth detections is a consistent 33% during the week and at weekends,
is 20% on three of the four days and just slightly higher on the other weekend day
compared.

However, looking at the data at an hourly flow does not show such stability. Figure 4.12
shows a comparison of the proportion of Bluetooth detections when compared to the
traffic count. This is for the same site as Table 4.2.
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Figure 4.12: Hourly comparison of Bluetooth against traffic count.
Whilst there is some regularity to the data and some of the spikes may be due to
differences in the timestamps, it is clear that Bluetooth data alone would be a very poor
proxy for a traffic count. If directional flows were needed, this would render Bluetooth
detection even less useful.
In summary, whilst a Bluetooth detector working in isolation would probably be able to
provide a reasonable estimate of daily 2-way flows, they would be a very poor
replacement for an Automatic Traffic Counter and it is considered that the benefits in
terms of reduced maintenance and installation do not outweigh the disbenefits from the
loss of useful data.
4.7
Overtaking Behaviour
The data records the time that the Bluetooth device passes the detector. This allows an
order in – order out to be derived on a section of road.
Figure 4.13 shows how the relative position of one Bluetooth device changes within the
stream of all devices on an 8-mile single-carriageway section of the A9.
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Figure 4.13: Relative positions of Bluetooth Devices – A9 single carriageway
Figure 4.14 shows the same information as in Figure 4.13 but for 8 miles of mixed single
and dual-carriageway.
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Figure 4.14: Relative positions of Bluetooth Devices – A9 single and dual-carriageway
The figures show that more overtaking / passing behaviour has taken place on the mixed
single and dual-carriageway section than on the single-carriageway section.
It remains to be determined whether this is actually useful for anything!

4.8
Pedestrian Surveys
Personal hand-held mobile devices, mainly mobile and smart phones, can be either
Bluetooth or Wi-Fi enabled. Both use MAC addresses to connect to other systems.
Anecdotally many people disable the Bluetooth and Wi-Fi capabilities unless they are
actively using them. This is largely because they are comparatively energy intensive and
drain the battery quicker if enabled.
Whilst this research has not looked in detail at the use of Bluetooth / Wi-Fi, it is an area
which would benefit from further analysis. Figure 4.15 illustrates the detections made on
a pedestrian route into Murrayfield stadium on a day where a 6-nations rugby game was
being held.
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Figure 4.15: Bluetooth and Wi-Fi detections on a Pedestrian Route
Without having been to the game, it is obvious that the game kicked off at about 14:00
with a slow build-up of spectators in the preceding two hours and finished at about 15:50
with most spectators leaving within 30 minutes.
The split between Bluetooth and Wi-Fi MAC address detections is approximately 50:50.
There is generally a close match between the numbers of detections in any 10 minute
period, but immediately before and after kick-off this correlation is less clear. It may be
something as simple as the detectors being out of sync, but this would need further
investigation and is outwith the scope of this project.
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OVERCOMING CHALLENGES

There are a number and variety of challenges to undertaking Bluetooth Detection. These
include:



Device Demography



Direction of Travel and Stopping



Placing the Detector



Bluetooth Transmission, Detection and Recording



Data Protection

5.1
Device Demography
Bluetooth detectors detect Bluetooth transmitters. They do not detect people or vehicles.
Transport Planning is about the movement of people, goods and vehicles, not the
movement of mobile phones, hands-free headsets, Nintendo DS’s, and anything else with
a Bluetooth transmitter.
If Bluetooth detection is to be used, the relationship between people / vehicles and
Bluetooth devices need to be identified.
Vehicle Type
Anecdotal evidence suggested that HGVs were more likely to have a Bluetooth
transmitter than cars. This was supported by the comparisons of Bluetooth Detections
with Automatic Traffic Counters [see §4.6] where the proportion of Detections is lower at
the weekend when HGV flows are also lower.
In theory, a detector co-located with video camera could be used to try to ascertain
whether a vehicle is a Bluetooth transmitter. However, in practice you would need long
gaps between vehicles to be certain which vehicle was a Bluetooth transmitter.
This also doesn’t give any other useful information such as whether there is a variation by
say Journey Purpose or Journey Length.
The Roadside Interview Surveys undertaken on the A9 in September 2012 included a
question about whether the vehicle had any Bluetooth devices operating. The enumerator
also recorded the vehicle type.
Table 5.1 details the number of self-reported vehicles with or without Bluetooth operating
based on those drivers who said they knew. Drivers who didn’t know or for which no
answer was recorded only accounted for 3.8% and 2.5% accordingly of those
interviewed.
Vehicle Type

All Sites
Yes
No

Car/Taxi
Caravan
LGV
Motorhome
Other
HGV

1817
16
249
16
16
283

2832
19
244
32
41
163

All Sites
%Yes
%No
39%
46%
51%
33%
28%
63%

61%
54%
49%
67%
72%
37%

Table 5.1: Confirmed reporting of the presence or absence of Bluetooth by Vehicle Type

The results confirm the anecdotal evidence that Goods Vehicles are more likely to have
an operational Bluetooth transmitter.
Journey Purpose
For non-HGV drivers, the purpose of the journey was recorded. The results for those
drivers who both gave a Journey Purpose and confirmed whether their vehicle had
Bluetooth operational are shown in Table 5.2.
Purpose
Business
Day Trip
On Holiday
Personal
Education
Leisure
Commute
Shopping
Visiting F&F

Yes

No

% Yes

741
199
423
178
29
252
100
170
140

739
280
662
321
55
467
200
358
308

50%
42%
39%
36%
35%
35%
33%
32%
31%

Other

28

42

40%

Total

2232

3390

40%

Table 5.2: Confirmed reporting of the presence or absence of Bluetooth by Journey
Purpose
It is not possible to be certain why there is such a difference relating to Journey Purpose.
The purposes which are more likely do appear to be those which are not made frequently.
It may also be the case that Business travellers are more likely to have newer vehicles and
/ or ones with a higher specification (which would include Bluetooth).
By Vehicle Age
In addition to the Vehicle Type, the enumerators also recorded the year identifier for UK
registration plates (e.g. X, 51, 60, etc.)
Figure 5.1 shows the number of vehicles for each registration mark along with the
proportion of those vehicles for which the driver self-reported the operation of a
Bluetooth device.

A9 Roadside Interviews - September 2012
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Figure 5.1: Bluetooth by age of vehicle
It should be noted that ‘cherished plates’ may affect the samples, particularly for vehicles
with an older registration. Looking at the general trend, registrations prior to Y appear
particularly likely to have significant numbers of ‘cherished plates’.
For vehicles registered in 2000 or later, there does appear to be 3 broad bandings for the
proportion of Bluetooth enabled vehicles.


2000 to 2005 ~20%



2005 to 2009 ~33%



2009 to 2012 ~50%

As the market continues to turn over with older vehicles being scrapped to be replaced by
new vehicles, it is very likely that the proportion of vehicles with Bluetooth operational
will increase.
Summary
Understanding these splits will allow adjustments to the raw data to be made to take into
account bias resulting from the differences in Bluetooth transmission due to vehicle type,
age and journey purpose.
These splits are likely to change over time and it is recommended that future RSI’s
continue to ask the Bluetooth question.

5.2
Direction of Travel and Stopping
A single detector cannot provide direction of travel. Thus the direction of travel will
typically need to be inferred from the detection at another site.
The problem is how to differentiate between a vehicle that is going directly from A to B
and is delayed vs. a vehicle which is going from A to B but via C (and C could even be in
the opposite direction to B) vs. a vehicle which is going from A to B and stops for a
break.
Figure 5.2 presents the data shown in Figure 4.7 but as the travel times by percentile of
vehicles detected first at Perth then in Inverness. There are 1440 minutes in a day, so the
y-axis represents a period of 4 days. The detectors were in place for a total of 10 days on
this route.
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Figure 5.2: Journey Time percentiles
The majority of the 110-mile journeys are completed in under two hours (50%ile = 118
minutes). The fastest journeys are under 90 minutes. 8% of journeys take more than one
day though.
The 80%ile journey time is 210 minutes; more than twice the fastest journey times.
Between these two points, there is a fairly constant spread of journey times. As 110
miles, with 80 of those miles on single-carriageway, it is very likely that the vehicles
completing this in 90 minutes and an average speed of over 70mph are not stopping. At
210 minutes, this would be an average speed of about 30mph. This is very unlikely on
this road and will include vehicles which have stopped off at one of the towns or villages
along the route or even at a lay-by for an hour or so. It could even include vehicles which
have taken alternative routes and not used the A9 for some of the journey.

Recommendation
As the distance between increases, the difficulty of ascertaining whether a matched pair
is, a direct trip which was either driven slowly or experienced delay rather than either an
indirect trip or one with a break, increases. Consider the use of intermediate timing
points; the need for these will be dependent upon the network and purpose of the study.
An urban network with multiple routes and many opportunities for a vehicle to make a
break in journey will require more frequent detectors than an inter-urban motorway
network.
If direction is a critical component of the analysis, use two detectors placed a few metres
apart.
5.3
Placing the Detector
The A801 test bed (see §4.1) had six detectors placed on a section of road with no
junctions. The first analysis undertaken was to compare the number of detections made
by each detector over the course of the day. These are shown in Figure 5.3
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Figure 5.3: A801 – Number of detections made by each detector – 11 December 2012
Whilst there is some variation across all the sites, Site 1 does stand out as capturing
significantly more devices.
Further analysis showed that it also captured more unique detections (i.e. MAC codes not
detected at any other sites) than the other sites.
Figure 5.4 shows the location of the Bluetooth detector and direction in which the
antenna was pointing.

Map Data © Google 2012

Figure 5.4: A801 Site 1 Bluetooth Detector location and direction
The field of capture is illustrative only as this cannot be defined in reality as it depends
more on the settings of the Bluetooth transmitters.
Nonetheless, the most likely explanation for Site 1 detecting more devices than any of the
other sites is due to it capturing vehicles on the perpendicular road, the A706.
Analysis of the frequency of detection of MAC addresses in the urban environment (ref.
Figure 4.3) showed some addresses to occur many hundreds of times over the period of a
week. When the frequency and regularity of the detections were considered, it is very
unlikely that these are coming from a vehicle.
Recommendation
Ensure the precise location of the detector and the direction in which the antenna is facing
[meta-data] is recorded with the data.
For purposes where the absolute number of detections or matched detections will be
scaled up using some factor, the placement of the detector will be crucial. This is
relatively easy to undertake in a rural environment where there are few confounding
variables. Urban environments with high numbers of pedestrians or other devices which
may use Bluetooth transmission will make this much more challenging. In such
situations, alternative data sources for scaling will be required, such as co-located
automatic traffic counts.

5.4
Bluetooth Transmission, Detection and Recording
Detecting a transmission
The output from the Bluetooth Detector used in the A801 test bed included a field
“IsExit”. Enquiries into the meaning of this field yielded the explanation that this was the
length of time that the Bluetooth transmitter was in the area covered by the detector.
Most devices (~60% to 80%) recorded a presence of zero seconds. This seemed unusual.
Figure 5.5 shows the distribution of non-zero ‘dwell’ times of transmitter within the field
of detection.
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Figure 5.5: Bluetooth Detection – A801 Site 2 “IsExit” dwell times
A distribution of ‘dwell’ times was expected, but not the intermittent peaks. Why were
there over 200 detections of 8 seconds in length, under 50 detections of 9 seconds and
just under 150 detections of 10 seconds?
During the A9 Roadside Interviews, one of the survey sites had a Bluetooth detector in
operation. When looking at the frequency for which some devices were detected, one
device appeared nearly 3,000 times on the day. It is surmised that this was an enumerator
or supervisor mobile phone.
Figure 5.6 shows the distribution of times between subsequent detections for this
Bluetooth transmitter.
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Figure 5.6: Bluetooth Detection interval frequency plot – A9 September 2012
Without being able to understand the detailed technical specifications of Bluetooth
technology, it has been difficult to find information on exactly how frequent devices
‘transmit’ their MAC addresses and / or how frequent the detectors can detect devices.
However, it does not seem unreasonable to assume that, as Bluetooth is often used in
battery operated mobile devices where power usage is kept to a minimum, transmission is
not constant.
For the particular device in the A9 lay-by which was being detected by the detector at the
intervals shown in Figure 5.6, this again shows some of the intermittent peaks seen in
Figure 5.5.
It would appear that a) the device does not appear to transmit its MAC address at a
constant interval, but its median transmission interval is 13 seconds, and b) the detector is
not detecting constantly.
If the typical Bluetooth transmission range is about 10 metres, a vehicle containing the
device transmitting the MAC address used for Figure 5.6 travelling at 45mph (20m/s)
would only be in range for 1 to 2 seconds and thus the probability of being detected is
only about 10%.
In section 4.6 though, detections made up between 20% and 30% of the total flow of
vehicles.
Bluetooth enabled vehicles do not have power limitations as they will work off the engine
itself and thus may have both a longer range of transmission and transmit more
frequently. It may also be that there are multiple devices transmitting per vehicle.

Devices per vehicle / person
The variation in the frequency and range over which Bluetooth transmitters operate and
the area over which a detector can detect makes it impossible to know whether two (or
more) devices which have the same detection timestamp are actually in the same vehicle
(or are on the same person).
An alternative approach was considered with considers the distribution in the time
difference for consecutive matched pairs of Bluetooth devices. The theory is that if
devices A and B are in the same vehicle, then the difference in time between being
matched at Site 1 and Site 2 should be around zero seconds (maybe plus or minus 1 or 2
seconds).
For example:
Site 1

Site 2

Device ID

Timestamp

Device ID

Timestamp

Difference
(seconds)

A1234567890B

11:25:34

A1234567890B

11:44:16

B2345678901C

11:25:34

B2345678901C

11:45:10

54

C3456789012D

11:25:35

C3456789012D

11:45:09

-1

It would seem reasonable in this example to conclude that the first device is in a different
vehicle to the second and third devices and that the second and third devices are in the
same vehicle. Figure 5.7 shows the frequency of the results of Difference column for the
test bed site on the A801 for matched pairs between Site 2 and Site 4 (1.4 miles apart).
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Figure 5.7: Frequency of time differences between matched pairs – A801
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Unfortunately there is no clear and obvious cut-off point to determine whether or not
Bluetooth transmitters are in the same vehicle.
Figure 5.8 shows the same analysis undertaken on the A9 between Perth and Inverness
(detectors approximately 110 miles apart).
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Figure 5.8: Frequency of time differences between matched pairs – A9 Perth to Inverness
There is a more defined spike over the much longer distance which would suggest that a
variation of +/- 4 seconds may occur between matches which are in the same vehicle. As
the typical headway between vehicles following each other is in the region of 1 to 3
seconds, it will not be possible to distinguish between one vehicle with two (or more)
Bluetooth devices going from A to B and two Bluetooth transmitting vehicles following
each other from A to B.
It has not yet been possible to conclude a method for distinguishing between matched
pairs of devices being in one or separate vehicles. It may be that matching across
multiple detectors or subsequent repeat detections would build up a pattern of matches
which could be used. Such analysis has not been tried on this project.
It is likely that for most applications this is not especially relevant. The problem would
occur if there was a significant disparity in the number of devices per vehicle when
considered at the vehicle type or journey purpose level.
Whilst there are challenges in detecting a Bluetooth transmitter and knowing how many
transmitters are in each vehicle, the analysis of the A801 dataset has provided more
certainty on actual detections.

Detections
At the A801 test bed, six detectors were installed. In §5.3 it was demonstrated that Site 1
was capturing traffic on a perpendicular route. This site has been excluded from the
following analysis.
Sites 2 and 6 were co-located with one detector placed directly over the other and facing
in the same direction.
Data from the five sites were combined and analysed to find the total number of unique
MAC addresses. Whilst this may still not be the absolute number of Bluetooth
transmitting devices, the average detection rate per site against the 6,188 unique
addresses identified gives a sample rate across the five sites of over 99%.
The MAC addresses for each site were then analysed against all the unique MAC
addresses to identify whether each address was unique or matched with one or more of
the sites. The results are shown in Table 5.3 which includes the total number of MAC
addresses detected at each site and thus the overall ratio of matches.
Site

Unique

2
3
4
5
6

42
98
61
194
30

1

2

151
180
195
168
137

363
450
440
444
313

Matched with
3
657
835
803
774
620

4

All

1186
1334
1255
1296
1194

1750
1752
1756
1759
1750

Total
41 49
46 49
45 10
46 35
40 44

% Match
67%
75%
73%
75%
65%

Table 5.3: Unique and matched detections for A801 Sites 2 to 5 – 11 December 2012
A detector appears to detect between 65% and 75% of the devices which go past.
During the Inverness Data collection project in February 2012, the Data Collection
consultant used ‘double detectors’ at some of the dual carriageway sites to ensure
coverage across all lanes. It was noted during the analysis of the travel patterns from this
study that over the 10 day period the ‘double detector’ sites had balanced flows (i.e. the
directional flows were similar) whereas the ‘single detector’ sites were skewed. For the
single detector sites, comparisons of the side of road and direction of detection were
made, but no correlation between these parameters and the direction of skew in the
sample could be found.
Using the data from the A801 test bed, a comparison of combining the detections from
any two sites against all the detections was made. The results are shown in Table 5.4.

Site
2
3
4
5
6

2

% match when doubled with
3
4
5
89%

89%
88%
90%
82%

89%
91%
88%

88%
89%
91%
88%

90%
91%
90%

6
82%
88%
88%
89%

89%

Table 5.4: Combined Site detections for A801 Site 2 to 5 – 11 December 2012
Compared to the single site, the matching percentage is much higher and much more
consistent 88% to 91% with the exception of combining Sites 2 and 6. Sites 2 and 6 were
co-located and pointing in the same direction. It is not surprising therefore that they
would be likely to both miss various Bluetooth transmitters.
Recording Time
The raw data stream [ref. §4.1] produces nothing which can be used to identify the
location of the detector.
Analysis of the A801 data showed a sudden small but definite change in travel time at
06:00 for matched pairs with one of the detectors. Further investigation identified that
this was when a remote upload of data was undertaken. As part of the upload, the
detector receives feedback on what the time is. One detector was out of sync at the start
of the period of recording (midnight).
Recommendation and Summary
It is recommended that for any applications where scaling or factoring of the data is
required that each site is a double detector site; the detectors should NOT be co-located
but separate. Fortunately, this concurs with the previous recommendation for generating
directional data to use a double detector site.
Suppliers should undertake similar Detection Analysis on their equipment to that
undertaken here and provide matching percentages to the clients. Any changes in the
equipment standards or components will require an update to these figures.
Detecting whether there is more than one Bluetooth transmitter per person or vehicle is
not possible with the resolution available at one or two detectors. It may be possible to
derive a profile of likelihood of whether a vehicle contains multiple transmitters by
analysis of multiple detections.
Ensure the metadata [the information which describes the data] is stored in the header of
the data file. This should include the Latitude and Longitude of the detector location and
direction the antenna is pointing as a minimum. A description of the location would
provide a useful secondary check.
For temporary Bluetooth detection studies, the supplier must ensure that all the detectors
are working to a common time. If the data is to be combined with any other data (e.g.
Automatic Traffic Counters, Video surveys, etc.) then all recording equipment must be
working to the same common time.

5.5
Data Protection
Data Protection legislation 4 covers personal data defined as:
“personal data” means data which relate to a living individual who can be identified—
(a)

from those data, or

(b)

from those data and other information which is in the possession of, or is likely
to come into the possession of, the data controller,

Bluetooth MAC addresses are associated with electronic communication devices. There
is no register of either the devices or the MAC addresses. People are free to buy, sell,
exchange or trade such devices without any need to notify anyone.
As demonstrated earlier, MAC addresses are not guaranteed to be unique and in some
cases, particularly Wi-Fi, they can be changed by the user.
As such, the detection and recording of Bluetooth MAC addresses cannot be readily
associated with an identified living individual.
Nonetheless, it is relatively easy to discover the MAC address of a Bluetooth transmitting
device. After all, that is why they are transmitting the address in the first place. Whilst it
cannot be definitive that address is unique, the intention is that the address is unique.
Hence, if the MAC address was detected and recorded, it would be possible to infer the
movements of an individual if the data were recorded as the device’s MAC address and
were publicly available.
As such, it is considered essential that encryption of the MAC addresses should occur at
the point of detection using an algorithm that is one-directional: That is an algorithm
where the same answer is obtained for the same input, but the input cannot be derived
from the answer. The algorithm must also be similarly protected so that the encrypted
version of the MAC address cannot be readily derived.
From a transport planning perspective, this will cause difficulties if encrypted data is
generated by different MAC detection suppliers as it is understood that at present they all
use their own bespoke encryption algorithm. Resolving that problem has not been
considered within this study.
Recommendation
It is recommended that all recorded MAC addresses are encrypted at source. The
algorithm for encryption is protected and the encrypted data is protected.
Further work may be warranted if multiple Bluetooth Detector suppliers are to be used to
see if a common encryption algorithm can be used.
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SUMMARY

Bluetooth is a short-range communications technology for devices to exchange
information. Many devices and many vehicles are Bluetooth enabled. Bluetooth uses a
unique or nearly unique Media Access Control (MAC) address to establish
communication.
By using a device to detect the MAC addresses, their movements can be tracked in both
space and time.

Transport Scotland is using Bluetooth detection for real-time journey time information.
This is a potentially useful data source which could be mined for various transport
planning purposes.
Temporary Bluetooth detectors are now available for projects too and could supplement
the permanent data.
This paper has sought to increase the knowledge and understanding of using Bluetooth
Detection for Transport Planning purposes.
Before this information can be used though, any biases or challenges in the data or
collecting the data need to be understood. This project was funded by the Trunk Road
Research Board to investigate these biases and challenges. This has been done by taking
data from a number of projects around Scotland.
Roadside Interview Surveys on the A9 gathered data on the penetration of Bluetooth
devices by Vehicle Type, Vehicle Age and Journey Purpose.
Understanding these splits provides information to make adjustments to account for bias.
Detectors cannot discriminate between vehicles, pedestrians or the precise location of
these. Hence, the placement of the detector needs to be planned in detail. Ensure the
precise location of the detector and the direction in which the antenna is facing [metadata] is recorded with the data.
In some situations (particularly urban environments) where the absolute number of
detections or matched detections will be scaled up using some factor, alternative data
sources for scaling will be required, such as co-located automatic traffic counts.
Ensure that all the detectors are working to a common time. If the data is to be combined
with any other data (e.g. Automatic Traffic Counters, Video surveys, etc.) then all
recording equipment must be working to the same common time.
Table 6.1 summarises the possible uses, whether Bluetooth Detection is suitable and any
other comments.
Use

Suitability Comments

Travel Times

Yes

Travel Patterns

Yes

Travel Frequency
Duration of Stay
Traffic Counter

Yes
Yes
No

Overtaking Behaviour

Possibly

Pedestrian Surveys

Yes

Bias in Vehicle Type (more devices in HGVs) will make the
average speed lower.
HGV and purpose bias to be accommodated. Can give longdistance travel behaviour (including motorways) which is very
difficult to capture by other means.
HGV and purpose bias to be accommodated.
HGV and purpose bias to be accommodated.
Whilst possibly suitable for a 2-way daily flow, cannot give
any further disaggregation (direction, type or hourly).
Number Plate (manual or automatic) will provide much more
robust answers, but doesn't work 24/7 or in poor weather
conditions when it could be most useful.
Sample size is probably much lower than for traffic with bias
present, but for travel patterns what else?

Table 6.1: Uses for Bluetooth Detection

The travel pattern data could be particularly useful. This is very difficult to collect in a
cost-effective manner and impossible if route choice responses to unexpected events were
desired.

7

CONCLUSION, RECOMMENDATIONS AND FURTHER WORK

Conclusion
Bluetooth is a very useful addition to the arsenal of data collection methods rather than a
direct replacement for any existing data collection methods. It is important to recognise
what it can do though and to use it accordingly.
Recommendations
For many studies, it is recommended that two detectors are used per site and placed a few
metres apart along the length of the road. This will not only provide directional
information but will also improve the capture rate much more than co-located detectors.
This will increase the cost of the study though as double the number of detectors will be
required, so this should only be done where necessary.
Ask suppliers to provide evidence of their detector capture rates. As the vehicle fleet
turns over with older vehicles taken out and newer vehicles brought in, these rates will
change over time, so the evidence should be recent. As this is still a relatively novel data
collection technique the length of time which constitutes ‘recent’ is unknown, but an
annual check would seem reasonable. This will be necessary for scaling up results to
absolute rather than relative numbers.
It is recommended that all recorded MAC addresses are encrypted at source. The
algorithm for encryption is protected and the encrypted data is protected.
Further Work
If multiple Bluetooth Detector suppliers are to be used, a common encryption algorithm
would allow data between systems to be exchanged. This would need to be explored
with the hardware suppliers.
Longitudinal studies (for example “Before and After Studies”) could particularly benefit
from long-term Bluetooth monitoring. Analysis of changes in routeing, travel speeds
could be undertaken to assess the impact of interventions. This study hasn’t looked into
though is the ‘turnover’ in Bluetooth transmitters though.
Detecting whether there is more than one Bluetooth transmitter per person or vehicle is
not possible with the resolution available at one or two detectors. It may be possible to
derive a profile of likelihood of whether a vehicle contains multiple transmitters by
analysis of multiple detections but this has not been looked at in this study. Similarly, by
analysing travel speeds over time, Bluetooth transmitters could be allocated to be car or
not.
Before embarking on the longer-term tracking and monitoring of Bluetooth devices, it
would be pragmatic to investigate the public acceptability of such practice.
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