STAR 2019
Michael Nimmo

Subway SmartApp
Michael Nimmo, Strathclyde Partnership for Transport

1

Introduction

Strathclyde Partnership for Transport (SPT) operates the Glasgow Subway. As part of an ongoing
£288m modernisation programme, SPT introduced a fully smart ticketing system on the Subway in
2013. Since then SPT has introduced new ticketing innovations, and most recently has been trialling a
mobile app, branded as Subway SmartApp, which allows a mobile phone to be used in place of a
smartcard. This has been delivered through Nevis Technologies, a joint venture company between
SPT and Rambus.
2

Background to this paper

2.1

Strathclyde Partnership for Transport

Strathclyde Partnership for Transport (SPT) is the Regional Transport Partnership for the west of
Scotland. SPT was formed in 2006 as part of the transport framework created by the Scottish
Government, which is made up of a national transport agency, Transport Scotland, and seven
Regional Transport Partnerships.
The SPT area comprises of the following council areas: East Dunbartonshire, East Ayrshire, East
Renfrewshire, Glasgow City, Inverclyde, North Ayrshire, North Lanarkshire, Renfrewshire, South
Ayrshire, South Lanarkshire, West Dunbartonshire and the Helensburgh and Lomond area of Argyll
and Bute.
SPT’s role involves planning and delivering transport solutions for all modes of transport across the
region, in conjunction with our member councils and industry partners. SPT is at the centre of the
region’s transport planning; analysing all travel needs and developing the transport system for now
and the future. Key tasks for SPT include:







2.2

SPT plans and delivers transport solutions for all modes of transport across the region.
SPT operates the Glasgow Subway.
SPT subsidises socially necessary bus services and delivers the MyBus demand responsive
transport service.
SPT operates and manages Buchanan, Hamilton, Greenock and East Kilbride bus stations
which handle about 16 million passengers each year.
SPT manage more than 2,900 bus shelters and around 11,300 bus stops, and continue to
invest in installing new stops and information display cases.
SPT administers multi-modal ticketing including ZoneCard, Roundabout and Daytripper.
SPT subsidises the Kilcreggan to Gourock Ferry.
Glasgow Subway

The Subway is the third oldest underground system in the world and first opened in 1896. The Subway
carries more than 13 million journeys per year on a 10.5km circle between Glasgow city centre,
southside and west end.
There are 15 stations on the Subway network, of which three feature Park-and-Ride facilities.
Buchanan Street (adjoining Queen Street rail station) and Partick provide direct interchange with
mainline rail services, while Govan and Partick adjoin with bus stations also operated by SPT.
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Subway services operate from 06:30-23:40 from Monday to Saturday, and for shorter hours on
Sundays. Weekend operating hours allow for essential engineering work to be undertaken overnight
as part of the modernisation programme.
A Transport Focus surveyi published in April 2018 found 97% customer satisfaction with the Subway.
2.3

Subway Modernisation

The Subway was previously subject to an extensive modernisation programme in the late 1970s
including the introduction of new rolling stock which remains in service in 2019.
The business case for a new modernisation programme was approved by the Scottish Government in
2012, with an overall aim, once complete, of increasing passenger numbers and usage of the subway
whilst at the same time reducing whole life costs.
The programme was scoped for delivery under principal Workstreams as follows:
 Stations and accessibility improvements;
 Renewal and Upgrade of Existing Infrastructure & Depot Facilities;
 New Rolling Stock, Signalling and Automated Control Systems; and
 New Ticketing System.
The majority of station and accessibility improvements have been completed with 11 out of 15 stations
fully refurbished by the end of 2018. Extensive and complex infrastructure engineering, including
tunnel lining and ramps and turnouts replacement, have been undertaken. Infrastructure works remain
ongoing, including significant investment in the depot facilities and construction of a new Operational
Control Centre.
The highest profile and most visible aspect of the modernisation programme will be the introduction of
brand new, bespoke design rolling stock for the Subway. This new rolling stock will deliver a range of
improvements for passengers, including increased capacity on each train and the potential to run
services at lower headways. The first trains will be delivered to SPT during 2019 and will undergo
rigorous testing before introduction to passenger service. The trains are designed for Unattended
Train Operation (UTO) and will eventually be in service on this basis. Brand new signaling and control
systems will be also introduced in support of the new trains and UTO functionality.
A fully smart ticketing system was introduced in 2013 as one of the early achievements of the Subway
modernisation programme.
2.4

Subway Smart Ticketing

Prior to modernisation, the Subway was fully gated for passenger entry and exit, but used magnetic
stripe tickets. The ticket gate equipment dated to the 1970s in common with the rolling stock.
The Subway now has a fully smart ITSO ticketing system, and was one of the first public transport
operators in the UK to implement this. ITSO is the UK standard for transport smartcards. Subway
passengers benefit from a range of flexible and convenient ticket options to suit their travel needs,
including season tickets, Pay As You Go (PAYG) credit and park-and-ride options.
Customers have the option to register for a personalised Subway smartcard (featuring their name and
photograph), which provides access to the widest range of ticket options; with a registered card
customers can also easily recover any tickets or PAYG credit in the event of losing their card.
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Another option is to purchase an “anonymous” smartcard, which does not have an associated
customer account. This can be used for PAYG credit, and for season tickets up to 28 days in length.
Customers also retain the option to purchase a single, return or day ticket; this is provided on a
“single-use” lightweight ITSO smart ticket, more commonly (although not quite accurately) described
simply as a paper ticket.
The best value ticket options are always available on smartcard.
2.4.1

Subway Smart Ticketing Developments

Since the introduction of Subway smart ticketing the customer offer has been further developed. In
2016, online ticket sales were introduced for customers with registered smartcard accounts.
Customers can purchase a range of season tickets or PAYG credit online, and the relevant product is
delivered by actionlist - meaning it can be collected the next time the customer presents their
smartcard to a Subway ticket gate. Online sales have proved popular, in particular for season tickets,
and have doubled in volume each year since introduction.
In response to customer demand, new ticket options have also been introduced, including a 10-week
season ticket which again has proved popular with customers.
Smartcard interoperability has also been introduced. A number of other public transport operators in
Scotland use ITSO smartcards (and all bus operators accept at least National Entitlement Cards which
are ITSO cards). Subway and ScotRail have introduced mutual smartcard acceptance - a customer
can load a Subway ticket onto a ScotRail smartcard and use that card for travel. The reverse is also
true for ScotRail tickets on a Subway smartcards.
Further to this, a range of other ITSO smartcards can also be used to hold Subway tickets for travel,
including cards issued by bus operators.
Finally, and as the main subject of this paper, SPT has been exploring options for mobile ticketing
through the Subway SmartApp.
2.4.2

Subway Ticketing: Testing and Development

SPT maintains a full offline test environment known as “Station 16” which includes all ticketing
equipment (Ticket Office Machine, self-service Ticket Vending Machine, Ticket Gates, Car Park
Barriers) and is supported by a separate Model Office back office service.
This facility is used for staff training as well as for the development of new products, services and
innovations before deployment into the live station environment.
2.5

Nevis Technologies

During the development of the Subway smart ticketing system, SPT formed a joint venture company
with Ecebs Ltd (now Rambus), a technology company based in East Kilbride. The joint venture is
called Nevis Technologies and now provides services to a number of operators and schemes in
Scotland.
Nevis Technologies provides a range of services for the Subway smart ticketing system including the
HOPS (Host Operator Processing System), CMS (Cardholder Management System), online ticket
sales, Remote Ticket Download (RTD), a Model Office test environment and a technical helpdesk
function. Through Nevis Technologies, more than 200,000 smartcards have now been issued to
Subway customers.
Page 3

STAR 2019
Michael Nimmo

Nevis Technologies is a major supplier of ITSO commercial ticketing in Scotland, and some or all of
the functions supplied to SPT are also supplied by Nevis to other operators including ScotRail,
McGill’s and Lothian Buses as well as for the Glasgow and Edinburgh Smartzones.
3
3.1

Subway SmartApp project
Mobile Ticketing

Public transport mobile ticketing can be delivered in various different formats, and there are several in
use in Scotland.
One option is to use a ticket delivered to a wallet on a mobile device, which is visually inspected by the
operator’s staff. This will typically include security features to prevent misuse such as a scrolling
display, or features (including colours or codes) specific to a day or area.
Additional security can be provided by the use of 2-D barcodes (of which QR codes are an example)
in a mobile application. Some ticket gates and ticket machines can use these barcodes to validate a
ticket. A further option is HCE delivering an ITSO compliant virtual smartcard.
3.2

Host Card Emulation (HCE)

Host Card Emulation is an established form of technology by which a device (such as a phone) is
recognized in exactly the way as a plastic smartcard or payment card. Android Pay and Apple Pay
emulating contactless debit/credit cards are examples of Host Card Emulation.
3.3

Subway SmartApp

The Subway SmartApp uses the Rambus HCE solutionii supplied to SPT by Nevis Technologies. The
app also makes use of the Rambus Remote Ticket Download serviceiii.
The Subway SmartApp is available for smartphones operating on Android version 4.4 (KitKat) or
higher. Android 4.4 was introduced in late 2013, and the current version is Android 9 (Pie). NFC (Near
Field Communication) functionality is required to use the Subway SmartApp.
The app is available through Google Play, with deployment managed by Nevis Technologies through
the Google Play Console. During the current trial stage, the app is available “by invitation only” and is
hosted on a beta test channel in Google Play. Subway customers can express interest in trying the
app, and provide their email address which will be whitelisted to allow them access to the app through
the beta channel.
If the SmartApp moves to a full production release and becomes a standard part of the Subway
ticketing offer, it will be made freely available to any user through the Google Play Store.
The Subway SmartApp integrates seamlessly with various aspects of the existing Subway smart
ticketing system. User registrations are stored in the same Cardholder Management System as for
physical Subway smartcards, and transactional data is processed through the same HOPS (Host
Operator Processing System).
3.3.1

Subway SmartApp: User Interface

The SmartApp has a simple and intuitive interface, with branding aligned to the overall Subway
corporate style.
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The landing page offers the user a simple choice to register, or sign in if already registered (and also
includes a “forgotten password” button. Future iterations of the app could add extra functionality or
information, or the HCE component could be built as a component of a multi-function app.
Once signed into the app there are two main screens:
- Ticket Shop, to purchase PAYG credit and season tickets.
- My Wallet, to view available PAY credit and purchased season tickets (including most recently
expired).
An additional menu screen provides links to help and “about” pages, and gives visibility of the ISRN
(ITSO Shell Reference Number).

Figures 1 and 2:

Subway SmartApp sign-in page an Ticket Shop screens

3.3.2 Subway SmartApp: User Experience
A customer can register (if necessary) and sign into the SmartApp. When a customer registers for the
first time, a record is created in the Cardholder Management System. If the customer signs in with an
address already registered to a Subway SmartCard, their new “virtual card” is simply added to that
existing account.
Once signed in, the customer can purchase PAYG credit or season tickets, which are then
immediately available for use.
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Once the customer has a valid ticket in the SmartApp, they simply place their phone on the reader on
the ticket gate to gain access to the Subway, in exactly the same way as they would present a
smartcard. If using PAYG credit, the in-app display will update in real-time to show remaining credit.
The SmartApp is deliberately simple from the user’s perspective, and deceptively simple in terms of
the supporting technology which is required to comply with the ITSO specification and to ensure a high
level of security.
During the pilot phase, only PAYG credit and season tickets up to 28 days duration are available
through the SmartApp. Longer term, any of the existing ITSO ticket products available on Smartcard
could be offered through the SmartApp, there are no technical constraints preventing this.
3.3.3 Subway SmartApp: Benefits
The primary user benefits relate to convenience:
- Customer no longer needs to carry a smartcard for travel and will almost certainly be carrying
a phone already;
- Some customers will already have their phone in hand when entering the station, allowing
seamless passage through the ticket gates;
- Customer can register for an account and travel immediately (no need to wait for a smartcard
to be delivered);
- Opportunity to purchase tickets and PAYG credit anywhere, anytime with instant delivery to
phone. (Subway Smartcard holders can already purchase tickets online but may have to wait
up to two hours for these to be available for travel); and
- Instant visibility of remaining PAYG credit while travelling.
SmartApp users also retain all of the benefits of using a registered Subway Smartcard including:
- Best value prices for Subway travel;
- Virtual card can be blocked in the same way as a physical card, if the user’s phone is lost or
stolen, and outstanding credit or tickets can be replaced; and
- Pay As You Go travel includes a daily cap: all journeys after the second in a day incur no
further cost.
The use of the app also introduces benefits for SPT as the operator of the Subway:
- Potential to reduce the costs associated with Smartcard production and issuance;
- Reduced number of transactions at ticket offices and ticket vending machines (operational and
maintenance cost benefits).
For SPT, many operational aspects of the SmartApp are the same as for Smartcard use. For example
a gate entry using a 7 Day season ticket on the SmartApp is reported and counted in exactly the same
way as a gate entry using a 7 Day season ticket on Smartcard (unless SPT choose to filter results by
card media type). Payments through the SmartApp are handled in a very similar manner to the
existing online sales for Smartcard ticket products.
3.4

Subway SmartApp Project - Testing

SPT were the first public transport operator in the UK to test the Rambus HCE solution on live
ticketing equipment (and one of the first to test any kind of ITSO card emulation on a mobile device).
The Rambus HCE solution has been authorised by ITSO for use by Subway on a trial basis.
From the initial testing phase, a range of improvements and refinements have been made to the app,
drawing on the unique experience available to Nevis Technologies - SPT offering the customer and
operator perspective and Rambus providing high level technical expertise.
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SPT’s Station 16 Model Office facility provided the ideal facility for initial testing of the SmartApp,
allowing a close examination to be made of the interaction between a phone using HCE technology,
and a ticket gate or other POST (Point Of Service Terminal).
Following successful testing in the Model Office, a further release of the app was made, configured for
use in the live Subway system. The project team (including SPT and Rambus colleagues) were able to
confirm correct operation of the SmartApp on live devices, and then to use the app for regular travel
(commuting and business travel) over a period of weeks. This provided an opportunity to explore and
refine longer term factors such as wi-fi connectivity and how often the user is logged out of the app.
Some Subway operational staff were also provided with access to the app, for familiarization purposes
and to assist with potential customer enquiries.
3.5

Subway SmartApp Project - Customer Pilot

Existing Subway customers were approached by email and invited to express interest in trying the
Subway SmartApp. Customers were asked to provide some details (via Typeform) such as the type of
phone they used. Some eligible customers then had their email addresses whitelisted to gain access
to the app.
The rate of uptake was relatively low using the above approach and an alternative was then pursued.
This involved posting the invitation on the Subway’s social media channels (focused on Twitter and
Facebook). This generated a higher level of response.
A total of 43 different phone types have been indicated by customers expressing interest in the trial.
The most common brand, accounting for around a third of responses, is Samsung. There were 15
different Samsung models submitted with the Galaxy S8 being the most popular. While the form was
clear that only Android phones were eligible, a total of three responses indicated some variant of
iPhone.
Throughout the trial, SPT’s Smartcard team have been in routine contact with customers, dealing with
general enquiries in the same way as for Smartcards. Through this contact a considerable amount of
valuable input has been gathered.

Figure 3:

Subway SmartApp feedback survey

After around three months of usage, an interim survey was issued to users (once again using
Typeform) to collect some more formally documented feedback. The key findings were
-

All customers found it easy to install the app;
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-

Most customers found it easy to buy tickets or PAYG credit;
There was a mixed response on how easy it was to open the Subway ticket gates using a
phone; and
There was a mixed response on preference whether to continue using the Subway SmartApp
or revert to a Smartcard.

Some of the positive comments received in relation to using the app were:
- Overall happy with the experience; and
- Convenience of knowing balance and ability to top-up quickly is great.
Some of the more negative comments were:
- Slightly slower to scan at the barriers; and
- Wouldn’t work in phone case
Some comments could be characterized as neutral, such as:
- Unable to load 6-month Season ticket so cost more; and
- Doesn't share balance between app and card.
The customer trial remains ongoing and additional feedback will be gathered as the project continues.
A review of the Cardholder Management System shows that more than 500 virtual cards have been
created between the Subway Model Office and Live environments.
3.6

Challenges

There have been a number of challenges during the project, in particular relating to third party
stakeholders, and factors outwith the project team’s direct control. Nevis Technologies will continue to
work alongside third parties to further improve the app for customers and SPT as the Subway
operator.
3.6.1 Handset compatibility
One of the most common questions asked about the SmartApp is, “why isn’t it available for iPhone?”
The answer is that Apple do not allow app developers to make full use of the NFC functionality which
is essential for an HCE solution to work. As described in a BBC News articleiv in November 2018, the
company, “has mostly limited use of the chip to Apple Pay transactions, for security and commercial
reasons.”
The same restrictions do not apply to the development of apps for NFC-enabled Android phones.
However during testing, SPT have found that not all current or recent NFC-enabled Android phones
can be used successfully with the Subway SmartApp. Addressing this issue is expected to require
further testing and development with the involvement of the supplier of the Subway’s ticket gates - a
third party outwith the direct control of Nevis Technologies.
The challenges around handset compatibility are accentuated by the wide range of Android phones in
the marketplace, of different shapes and sizes and with varying types of NFC chips located in different
parts of the phone’s structure.
3.6.2 Google Play requirements
Google requires compliance with a range of technical and security standards for apps deployed
through the Play Store. The required standards are constantly evolving in line with technical
developments, emerging threats and industry best practice.

Page 8

STAR 2019
Michael Nimmo
At times it has been necessary to adjust the project plan for app development, in order to respond to
new Google requirements such as different rules for app verification by SMS which were introduced in
early 2019.
4

Conclusions

The Subway SmartApp has provided an opportunity for SPT to explore innovations in smart ticketing,
as part of ongoing efforts to provide the best possible experience for Subway customers.
The project has also proved an excellent example of the potential for Nevis Technologies to develop
and test new ideas in relation to ticketing, bringing together the technical expertise of Rambus and the
operational experience of SPT. The Subway Model Office represents an excellent test environment
and the live Subway system is a convenient and controlled environment to progress development in a
“real-life” setting.
The Subway SmartApp has already proved attractive to some customers who have provided positive
feedback. As expected in a trial phase, constructive feedback has also been provided which helps to
identify areas for improvement. Throughout 2019 Nevis Technologies will continue to enhance and
develop the HCE solution, and will work with third-party stakeholders to address other outstanding
issues.
While HCE is not ready to replace smartcard ticketing, it seems inevitable that mobile ticketing options
like the Subway SmartApp will continue to appeal to many customers and will form an essential
component in the suite of options made available to public transport users.
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